512553 P24 505 B % 4l Vol.12 No.3
202646 A Chinese Journal of Network and Information Security June 2026

HEERFZUMBEHNLZE, BFA. AIEREIME LA

FFst', ZNB', HBY, Tk, Faw
Q. Pa PR RS W2 515 B 2 e, B 764 7101265
2. R MR LR A 45 N A [F e =, BRI 7% 7100715

3 AE N ARG RA A HRESEIGE, R R5E 523808)

TE: RSN E SG RO EZAH, HiBid B AR ERME M TR niiG . TEM, JHoriE
I ThEE, HoddArE LRSS B2 O RIS, SEILT M= R AE . Bk, stk y R AT s . 4R,
AR 25 AR RO AN RAGE MK T R 3l I 4 A RIS AA I R T o TSR, T 1 AR 45 A B8 Bl I 445 1) 2 4 R
RIS IR HEAL TAE 7 2R3, AR, I TAEEZ RGNV IR 55 1 3% Bl I 4 22 A A DG AR e
VR T KR AR A . Ak, HER RSB EING, X4, BRA. a5 LUIMEH R T R4
B, RADTBEENZOM . NP LS P 2o BT T G ) 22 45 B RA UK, 34 TR 45 IR 55 10 X 248 1T A%
Dy A TR (EMRIERE b, B —ANTHT 1) 4 B 45 A0 90 2% 1 DU 4 AT {5 AR S5 AL I S8 SR FR AR AR 2R o B Z VRN
R, STPE T FRRHEL TR T 2T RS HT AT L, BRIE RS AR Z G — = 4 e
Pl 2 A SR G P DL S AL 22 A AR IR R O 55 7 B (R PR R R, 4R HARSRIE AL T 1), BE SRR T
W AR M EMEIR AR S, B —REREMN SRR S 2 K.

KPR TGS RSN, 2N RBARY: SEEHE; Ravitkt

FEDHES: TP393

XHIFRERE: A

DOI :10.11959/j.issn.2096-109x. AQ25304

Security, privacy, trust and resilience in the service-based
mobile networks: a comprehensive survey

Ping Zijian', Wang Mingjun', Yan Zheng'?, Wang Haiguang’, Li Tieyan®

1. School of Cyber Engineering, Xidian University, Xi'an 710126, China
2. National Key Laboratory of Integrated Services Networks, Xi'an 710071, China
3. Trusted Technology Laboratory, Shield Lab, Huawei Technologies Co., Ltd., Dongguan, 523808

Abstract: The service-based architecture (SBA) represents a pivotal innovation of the 5G core networks. It de-
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able network functions (NF), which can be flexibly invoked via standardized service-based interfaces (SBI). This
paradigm enables cloud-native deployment, modular design, elastic scaling, and open interoperability of mobile net-
works. Nevertheless, the openness and flexibility introduced by SBA also expand the threat surface for network se-

curity and user privacy. Recently, research efforts and standardization activities concerning security and privacy
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preservation for SBA mobile networks have been vigorously advanced. However, there still lacks a systematic sur-

vey that comprehensively sorts out the academic advances and research trajectories in this field. To fill this research

gap, this paper conducts a systematic survey covering security, privacy, trustworthiness, and resilience issues in

fully SBA networks. Firstly, we thoroughly analyzed the security and privacy risks faced by three main components

of the mobile networks, i.e., the core network, the access network, and the user terminals, and summarized the key

security and privacy requirements of the networks. Then, we proposed the four-dimensional trustworthiness evalua-

tion criteria system (4DTECS), specifically designed for SBA network. By adopting 4DTECS, we performed a

comprehensive analysis and investigation on existing academic research and standardization efforts. Furthermore,

we identify several critical open challenges and outline some promising future research directions, aiming to pro-

vide valuable theoretical insights and technical references for academia and industry, and facilitate the sound and se-

cure evolution of next-generation mobile communication networks.

Key words: next-generation mobile communication network, holistic service-based architecture, security protec-

tion, privacy preservation, trust management, resilience
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FHLIC T A5 xApp/rApp FFEIGUE, I X B b
HAN. OAuth2.0 540 B /& % )= % 4 3 ST A AT 4
R, SIS RS AT L AR . R,
8 H A0 SANAZ R I R G Lo A U B, ]

TEID 2T LR R4 ) 3% S R0 ol = i B, 95
N B LRI TN T8 B T 2 o I 3h 3 88
PR IhRE, SEI g0l 55K

Kouchaki 2513 1 7 O-RAN 224 Ff 42 i
AL AN 22 4] v xApp, SEIL T RN IR
ARG WU PR BR S TR 1 DA R S P B R B T RE
TEZ AT, NN xApp 18 i 17 [ 9 2 7R
B, 2EETHWIHRERR, SHEL RS .
Oy J 0l 45 22 A g Dy SE B RO AS I, B S, AR
W xApp 1 %2 4= 1 i xApp &3 B B, Fl
FYI A S0 B K 2ty 2 Bk b s U0 s TR R
DU N PR . CERIE T T, R 2 AU R
xApp X m P AT S A YA IR E L, SEIL
it Bk ) PR B s A RGBT, RILHR
SR RGN . FEBSFARIE(E 7T, WA
PRV

Tsourdinis Z£PS1[A] ££ 3L T O-RAN 224y, KH
TZAAUMLFE, $RH 7 2l 2% xApp.
2K 0 28 5% FH B AL A% Ak X UPF 43 4% 3 & 3k 4T 4>
e, — U E AR 248 IR 5% ST B i o T 4 A i
BRSO B B IR, (kA o Ak
T A5 IR IEM 3 sPEZE 18 ms, H1dtkt
HEEE PR 15%, FELAT7H, S8R g
T B A s TR TR R AT I8 TE 2k o 2
BRIEHE, W22 AAHOCRRIE SERTHHE R, R
W, ERATm, RN LG RE
AEM R A Z, B E&RIRER R
TR 2% PR S BB A I P A A, 3B S N TR i A R
B I RaFAME SR, 454 GDPR % B4 Ka FA R4 1
Be/METR I . fEWIE 5 T, UPF ] 77 5 42 Hi
DoS Wi PR FFfRE, xApp il iF sl & 5
AETCEE H SR B R IR, B H S 0 IR
455 5 @ e

Hung 2575 % O-RAN H T SE I TG 28 8 g %
BRI ) 22 Fh e, 4 HE — b S A A U A
B, iz HGER P EDRSHLS P — SR 56 Th
e, SCEFR A I FE KR B B2 82 0 AT xApp 175 &
54, SCHLGTAS TR IR A DoS Tk (118 i A FH
Wi. fEa i, FI26H T 2R B2 8 0L
J 5 =5 xApp BIVEN B A DoS By, K il 5
Bl AR A AR I R A P — S T
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RCBET,  SEEIT RS 5 0 45 42 N IR (1) 22 4 1k 48 8
FERSFLTT T, FFARIE S S ARG B B FA
LAY TR fERE A, fEBRASHIIEIE
FEAR SIS AT A S, SEBHR S5 A
W FERIVETTHE, BT X E2 8 ) DoS I
i, EFFRRIIER S, RGMIET I N TCER K46
FLF] 100 ms, AR T RS E2 B K RS0
B =T RAEMPIE.

Xavier EP8E H — AN BT N T8 B8 1) O-
RANE ZZ G BREGRERIN RS . %25
WA 2 E 2GR, FlnYEE. MACE
AR P48 J2 25 R BRRAE , R L8822 ) A i
BT HAE, DAxAPP [ 305 T SL ) RIC,
P R E R IR . LA, fREE
T Bl 0 2% 5 A B AR 10 ) f, 3 5 A 2 R R A
Fa MR EE R, QT AR 2R )
W2 e i e AR AR, FH T AR IR ZY (1 )11 2
AN, S B YRSk R I ) 22 4 B AR . AR
M, AT ARSI (B2 RS
PIPERET IR

Soleymani ZEP1E H — M FEF O-RAN 2244 1)
3SERFERIM ARG . Z%RSIEITERAN HE—1
dApp FI7E nRT RIC #BE 2 5 8 xAPP, S I
FEEAT NN JZ A . 6 E T RAN ¥ dApp,
T 5T 2070 (distributed unit, DU) A4
Hi BT (centralized unit, CU) 5 & ] DL SZEIL T %
EAT AR PSR #5E 7E nRT RIC 1) xApp-U,
I A 2 A, SEIL TN AT N A R
FERIER T #5SBAE nRT RIC I xApp-S, it %
FIRZ KA B E L, FREZERFITHN
i, wTRASEEIN P AT AR R R, 3
FEARFAT AW . 24T, FEREX
DDoS it g b (A I, 388 3k £ s 97 K it A Ak
BNASHI e SLIRT B K E B 22 AP, BRI 4%
A, FERSANTTT, F8 HAREBH P AT N ] Rt
S F P O B ARAZ A 7 )RR FATIE R, HFE R
o5 HVEAH B FADRI i, T AR 3 HA d i o) A 4%
BAT ARG, &b fiitEs . EPHy
THT, 36 IR A 1) S5 S DU R B B ) SRS BE T, R
B RAN AT AP IH I S 55 58 5 DDoS Bili ™ ik 55
I

Bagaran S5O HY — Rl S TR T E w25 (1)
FH PSS 0 S i Aar il R0 o 255 @ 7E O-RAN
TSI RIC H 8B AR 5 F it o, W
2 MR SR e 1, AT D P R & i it o 4%
IR 55 o FE 224 T7 1T, 38 Ik A I S A0 e
)18 98 1 R GEREAE o 2k = Bt 1 1R g
FL R B VA 28 O T 8 B Bl A th e 2 ML . A
FIAE 7 T, SRR AR T SRR Y DA ORIE HHE B e
A AT FEE, RIS R B R — B M R GRS
PERE AN . ZEWIIE D7 T, I T S R
R R RGN W AT N TE N BE ), R
—EMRGEPIESRT . LIRY, MHETES
R B AR MR B, A BT IR SR AE A R 4R
Tt T 10%, & T & 4E 804 b 50F SCRFBh & 45
AN

Ratti S HOUERTT T ] 7 F O-RAN ZE 443 5
2z e el o VAN o7/ oL N> W @2 o oL o]
Jo $ sk N TR se 5% UL xApp TE U &
T O-RAN, A DASEIUN I P Ef S
AR KM R 48 (intrusion detection system, IDS)
T RER RIEE ST . B 2TTIH, RESHT T
O-RAN [H] Il 1) Jgi il I £/ th 25 T 1L 2 2 = iR sl
LEAHUH], RE IR T g0 AT IR
HWRiRe 1. ERATTH, JERRAHEH &
By Ay B A B B AL ORI e TS U7 1,
I T 4 M ) KT 85 B0, ) A T HE o K4l T
FEMEM RS MR EEE. AR,
T I ST R 0 AL B TR, R G A PR e Y
S5 HBMERE ST, I G0 1) X 28 30 1 o

Yao 251021 Chenl! I t —Fh 45 & AT AR Al
&k I e Rl 77, 2T O-RAN #4%
I2 47 804 (a0 RRCIEFHD B0 7 % I fil &
BN LS, I a6 UE HAE S BRI 4%
H A R, IR AR T R AT R X 12 R Y
HEW. fEArm, dd s R TT 7
RGN WA IR BE fE B RN RE T, S8R T
W 2%IBAT I 2t ERRFATT I, RIRAW B H
R R BB B BN . BRI 7T,
SR TR ATIME ], 32 & i RE 6 2 AR A Y
R, TG 50 R GEHIT S A . AERIE
JrH, I8 E S e RN, RS R R
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RANPEKE 21T, R BRI RGN .

Rumesh SO 7 —F it T IR 22 ) (10 57
WM AR S ZRGETHFEAEME (digital
twin network, NDT), 18 i 7E 4347 20 E2 7 s Al
SERFRIC BbAT oy BRI 5], S AR AR SE R
RIC FHHTARI R A, LB 3 F0 SG 25 V) A 1)
EORE IR S XA . fE AT, ZARGK
FLSTM A AL, 5 8-> E2 45 & FlJf 52 i) RIC 75
MY B R AT B RS B AT 2 5], S
DDoS. i 7' W 2% DL K& T P8 55 Bk AT 9 A
BT T WM 2B ae ). TERRFA T,
I B S S AN A 5 S HURE, B
GEEE AR, AR T R P BAERRFA . TERTE
J7 T, ik sy AT B2 75 A RIC T i BL K NDT ~F
G e, M A 2 o e R (S
fERERY, B T RGN ALIRSE ST . EPIME
Ji, GBI A I SRR LR ST RE DT, REfE IR
I N R T YR RN ST, R AR R
P 26 40 1

Alves SO SR FH IS B 2QHL 48 2% I B2
Bl 2 2 B AL PR SR B DL B 33 1) L 46 A5
B, BT 3IMNFER S, @il +-SNE 4k
FAR, WHEAG 2 KPR shEE, SCBEZ R
AP35 N PRSI HERR 20K 90% LA b 7R %
A7, T OCTE S AN OCAE B, WnfE 4 K
F. DGR E SR S, sRIEE T AT
FEHT IR CABT 1 IR 25 B 2 5 I 28 NAZ S By . 1E
BT, RIS P S0 sy B 5 BRI E
AL, (3G KPT A 75 A8k # DA it 75
F P35 AR HME B, AR (R
MRS Ve fERTE T, BALEE X IERAT N
B ) S, Dl BAS B a3
ENEIRAHINT, NI sz 4E N 2 RGURE
(EAT. EFIPED I, S50 Bom RS/ e i PR AR
i EEARAR B AR i AN P AT 3 5t R, BT DR B v
F1 47 %0 (Fl-score), &I H X W I 884 5
S P A UL A1) e e R

ST S ATAL,  Chen 25PN 72 41 X6 22k
M DDoS BritiBifsl, fEMREMERES). wadtk
EEfRbR FRIE S, EEMH AL E R
AT ARFAMRY S5 bs FE iR 58, RLH P

S W [R5 A oot R AL ORI B K S A R . R
{EAE I FASIHESE /7T, Sedjelmaci £ 70K
HRAMBAE FREEIGUE” JEN), 720 A A E |
b A x ey Bt NI STV =R A =t
B, (AAEFRRAL R B mT e B S ] L
B R 2 S fe b AR, RREE
HEZEAE B AL SR B R 4 5 it S A ]S R 7 TH A
R . Wenl®f) 5G-Spector 24t Amachaghi®
I NAZ KM 25348 . Kouchaki™ K £ B k& 5 4] A
247 %, Tsourdinis®® [ AT 3K 5 %% Y5 43 i K6
M. HungP ) E2 B2 18 4600 Xavierl® 1 5
1 AT B A0 . Soleymanil® ) DDoS Xt 46 il
5 2% f#% . Basaran!'% {1 5 4 2 5 K I . Rattil1ol
FI) L Z SRR . Yaoll%21 ) Chen!! 031 ) AT il B¢
SRR Alves! SN FIHL 88 2% 31 555 4 I S 5T
15T O-RAN FFJitHz 11 5 xApp #2& £ Il T Be
TEOREETE . o8k, WURE B s 5EEhs Bf
LI R4, (AR P AR R R, P E
FaFA R4 S5 48 br L E B2k, M T O-RAN &
W77 25 P B FARS (SR 240 7E AUML ¢
W EAI T, IR 2 E R AL )R
SERERE, EREEES RS, BENEI%E
fetr L2 AT, (E/EE M. AUML REGH&
BeE ST br b gs, Ul I ALK AR 2R
FE P SRE W B2 5 0 BBt 4 7 77 AR AE L
Ffi. Rumesh 2N 570 T 50 20 AR S
SIS A S, AR AT RBRFARY . TS
R SRR bR FRILR M, EAEN B 4. mn]
HMES ahs BEEAL, BT BT 2E I IR EE
Uiy | it AT 22 45 IR 55 RF A T T Bk AR
3.4 O-RANZRZ5HMRERE

O-RAN F T TP A AT g 48 40 O B BEAL N
WA R S BIET B 3828 b s AR AR T AT R . SR,
O-RAN-F-& L[/ % RICRF (xApp. rApp%)
TRk A AR RIRSS A E T, ST A B
B FIAF TEL O FH AR T I K R T RN A bR R
T 72 A B i 1) 22 A, G E R, B
TN P DL R REA WX 25 (1) 22 A A B i
I T 7] O-RAN ¥ 5 ) 22 42 Fl pp 54 M DA J2
EHITE, TR A B AHEFERNR
Wi AR B, S O-RAN FE i o I 1 2% i 2 A1k 22
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5]

EIW . O-RAN %4 5P REH 5 Pl i
R TAE R4 BBAA. TG RIS g
W6,

Sultana ZE100IZE JFE O-RAN - & 523 T 4t
X RIC H x App 8] B4 L & b S A I 1) 2 24 R 55
FEIE S RIC gk N — s hiCEE, RES
XApp [AJ M5 &, AT AT AIEL T, SEELXT xApp
e B AR AR R A I . fE A&7, 4 xApp
() P I SRR 2 A e B AR s S XU ] 5]k
R BURYE xApp MRS BUE &5, AT 51 KR
S5 Hp s T O AR B E I S e A R H &
L5526 42 I (BN 5 5 A UE SR AL R B I R Ak
. ERATTH, FERMIRMKNE, HXT
xApp [A17H B IR FIREE, DASR S X xApp AL
EFSALIE BBy, [R5 0 BRSP4
FAORT 7 AT R Y. fERET7H, &R
AT E b R4 7720, B B2 #8461 &
Wz e AR R, RA AR IC T
JaA N R, MTILERIC PR EE X 58 = 75 xApp
PMEAEIA T, . FEPIMETT 1, W RLOREE 10 ms 2% [A]
R 2R R s . Rk 5 HEEE, (REF
RAN ZYFIRAS — 35, AR H 32 1 2R 1 580 1k Pk &2
VAR

Adamczyk ZEUOHE H 7 — AN X O-RAN i
S RIC 1 xAPP $R 35 i R I REMHESL . 1%
MEZE 5 ST — AP SR AR EE, @i id % RAN
P HIE A AR 4% RAN 17 S vE g 8 B AR . 1445
E b AR S e vk, SIS 3 e R A e
A M, TR F MG vERE. i B4R
AN, IR R AR D) 0k e 5 gy B JE
o AEZATTH, K xApp PSR A5 %

RERECE, W TR AR T, B dE A e
7%, MM ARBEIS T 2 4. fERE 7T, SR
TR A 1 9% % it A PR 2 3 ) T 5 4 ok T ) % D
B, Jde A DUE B RIC (A 32 5 Bdar £ )
P& XAPP [ EAS AP H . AEWIVES T, SEiess
BoR A F PRI A ZE R S, 2 0UERR (1 n~F3
Sk fuEk . PR PRI R ZE DL K P 5L
) WA ORIE B o, 2 BAE 28 T 2 o ) 4% 7
XApp P H R EL A 5 R IVEREIE: o

D’ Oro ZE 8|5 B AT O-RAN F i 1 42 il i)
FEIE R, TEE S kG R FH A5 3R 428 o) 1) ]
A, R T Al dApp FOHES . dApp il
Re = il D Re & 284k, IF N U & % CU A1 DU,
AT I 10 ms Y 2% 531 1) S B HE SR AP 4%,
SRR SE GBI B,  fo i RE HE F O
JE%TNZThRE. fELeMBRR T, RiHe T
B FAH G I 2 A AR MRS, F8 S R A
SR R A 3 1 22 A R BR AL XU, FH DA S #F dApp
R JZ CU FI DU #08 FIHEH 0 & Bt . 76 v {5
J7TH, dApp [F 5] N £3 O-RAN I nl {5 E 4 H A
4%, xApp~ rApp LA K dApp 8] {5 AR R I s
FRMBREL . Fith, TE5I NN REMATE R
AT ZEREEIE], {REE O-RAN 122 4 FlnJ
{51847 . WL, 5256 %R dApp °J A &b
KE2 ORI R, FHAAEGEEFFREA T4
FF 4 ms 20 1) 8 AT SE B AIC I ZE8 {5 (uRLLC)
I AE, AARIH X = A FREE (5 ) 1 o

Noe ZUP1 4 HI AT 7 O-RAN 3 i ik #2 o,
2w ZEEO5AUML A5 N SSUNRE
B DL R AT RE 51 I 22 A s 2 I . Ay AT 4R
t, O-RAN RGHHREE, AR REFEN

*6 O-RANZ2SHREBESAFREREMEXIERE. B AIERIMLRSEE

B wATEhR
EiEL7D

[EE 27 CIEEE 27 PIEAR b5

S7(S8|S9(S10|S11|S12(S13

S14

P1

P2|P3|P4 T3|T4|T5 R2|R3|R4|R5

106

=

LR

I

[
fk[107
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=

]
]
]
]

SCHR[109

SCHR[110]

SCHR[111]

[ ANCHN NNCHN NECHNG)
[ ANCHNONNONNONN NN J
[ ANOHN NN NN NN NN )
® OO0 O0]0O0|O
[ ANCHNCNNONNONNONNG)
([ ANONN NN NN NN NN J
(O NORNONNONN NEONNG)
(OANCAN NNCHNCHNONNG)
(O NORNONNONN NEONNG)
[ ANCHNOHNONN NEONNG)
(O NORNONNONN NNONNG)
[ ANCHNONNONNONNONNG)
ONN NN NN NN NN NN J
ONN NEOHN NN NN NN J
[ ANCHNCHNONN NECHNG)
[ ANCRNONNONN NNONNG)
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Olo0lO0|O0]O0]0]|0O
[ ANCANCHNCHN NECHNG)
[ ANONN NN NN NN NN J
[ ANCHNONNONN NN NN J
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(CRNCRNONNONNONNONNG)
(CANCANCANCHN NECHNG)
ORNONN NN NN NN NN J
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([ ANCHNONNONN NN NN J
ONNONN NN NN NN NN J
[ ANCHNCHNONN NN NN )
OXNCANCHN NN BN NN
(O NORNONNONN NEONNG)
([ ANONN NN NN NN NN J

RR[112]
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feAERe 5, T H AT BE AR AR G I ™ B ) 4
Tl RGME 7 AUML H S EEHR . BEAE 5K
SR BB RS . BT, TEAAIAS T HiR
fe B W R P BN 245 R, BRI I R 5CHT
WAIE PR SCR B H . xApp [A] SEBE i R 45, X 2L
A REME A DR RS & A Bty 9 e [A) N B
T 40 IR 55 B0l B RE AT S @A A O-
RAN 4t /K F A5 A5 22 44 SE LA % A AT N
PIFFEE A S VS FEGAE . FEFRFA A TH, F5 Hd
K H xApp 8% rApp 51 A\ AR 347 55 R IC B 1R
MIFNGZ /i, 75 2R 2 0 RAN BB AT I 4%, X
H0T UE B HE B AL 18 BUOBOR I B . 45 AR X UE
Sy 3 AT BE A BRI I SR80, 8 B R
M P AL B ST 8, 86 R s M E I . F5
AT DR IS 2 2] S5 B oRATH SR 7V SCRF R R 1Y)
FEES . AR ETH, Wi TR ALK
ANAT AR o AL I R R 10 R . EBIE DT,
TR B R AR E  45 5 A S ST ST
W iEH B LA BRI E B E AR, T
FERC BT A% 5O R A 5 N i s R e

Shami Z5UOVER Y T 2 T 1B 45 B 48 ) 4%
(graph convolutional network, GCN) ] xApp {H' R
Tl 5 73 #1 22 4t GRAPHICA . % & Gl id U 4
xApp 8] 5 7% HIG & HARBOC &R 26 8L &
KPI, F T 520 %) xApp [6] A Gg [0 e 8 4047 7t
o pr AL R BIR AT A o 1% RS0 AT LU IR
MEE. EESREEMR, k) ALNH
HirA—. SR G 8RN H S R £ 3h
Sl fEL2T7H, 181 xApp 8 E
ROV FH i 2 4n SR A R P AN, D) 2R 8 T RE A%
= xApp FI H & 2 DoS 8% 7% I o5 H % 2 Fh X,
PRI, PR TR0 3 SR I 3 67 785 £E XU x App & TR
P& O-RAN 4= [P &Ml fE {5 5 h, JE It P 45
FIIE W2 A xApp IR, FF5 A5 rh Rk 2
RNIGE TR H I AT 5T R, R
YT )N AT RS DT, ik
Ak S 25 FR TS RN W PP RFEA B B, I
SEGH TR A S IR, DR I 2 76 08
W ERBU AT REAE R IR SRS E I, Bon Y RAFHY
S Y R

Armstrong SFUMUE H T —Fi [ 1] O-RAN filt

% E B S g Th Re i S AT M B2, B AEfR LR
ITSERf RICH 24 3 R E A (rApp) 7EM %%
oAb b AR R RE SR HC B 2R ) . 1% SRR IE
Tk SRSy A RO B] 5 HAR AP VA, Y00 P B A
B0 W 26 KPT BV AE S T 200, AT S i 1R 3 9F
WERPERRIRM . fERATTH, BECREEMIRZ 4
A v, EGE R BT A AR TR, AR
I T 5 R Gt AL B AR 5 AT RE A Ok KU 1 B
Yo FERI{E 7T, SR AL A R AR
TR R, AT DR BT 2R SE AT A I T T
P, RERGERI RS EPMEE, 32
W55 5 AL AT 34 58 2 S0 TE T X6 2 A rApp HAT
BERT e M S RN RE T, L RIRTE T RS
TEM 28 S AR T ) R I

M2 6 A4, Sultana 5 Adamczyk Z5106-107]
(FIRIE S8 I 76 RIC A 5]\ 42 il A3 B 98 2% A AlE
A0, RIS R ARI . PO B ISR bR LR
PLRAF, (HEER AR IRBEAA GRS SRS i
EHETRbR DYIRI K, R PR ELE AL
KK RS EAAENZ OB ERE. £
dApp SEI £ J5 T, D'Oro USRI BIF 70K 2 B
Ihig NUL% CUDU, fEPGEKERE S R
5 ISl ERARS, EAEH A E R
A7 SERMMS AT B B ASRbr LS AL, B
B 43 A 2% ) o B AL AR 3P 5 5 AT ) 2t v o ) 20
. Noe ZUPNHHT 7L R G EL T O-RAN 4 1%
Tic B 51 R 122 A gy, TR SRBE PR AT . AT
NIRRT SRR EI A B, (AE RS HE ] 52
PEL B HLEI A R E SR EAATEAE, AT
TR BRI 4 n] SE PR ORI S O Yk I T S A
7. Shami Z 9] GRAPHICA R i F ] GCN 7
B xApp KOG &R, TE S ph SR I L 325 BA 14
Sfebs BRI E, HEAEHP M ERARY . &
ERe 1S Teb D SRS, RUET R R
GRAE B AN BN 5 R 25 2 5 TRV A N5 . Arm-
strong 2RI RIE 57 5 £ 4F S RIC 1 rApp HI AL
BN, fERIRE S E. SRES A
Efabr LA FTOTER, (R LT AR ERAIAGE. AT
IAE TSR bR, S SMO 2 i S A I ) 22 4
S ST RE I OEAR 2 .
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3.5 ARIRRELRE

Bitsikas Z!M2F R T — /NI ] SG A7 2H
(5G standalone, 5G SA) Z2H F] F7 ¥ £ 22 4= R
HEZE . %2R ™ k% 1845 5G SA £ NAS flIRRC 2
OISR ARIE - (PR bR & AN N7 s B T E
F A% TE S 5G A I 7R I 2 4RI . il
1T ¥ 22 2 T Open5GS Al stsRAN (19 F i il 5 ~F
&, IAZMRE G TR, 2
AR MR B, I PSSR BTN AT
B %5 A AT R, S E G e A T AR
Mo fEL4Tm, Widsei, RMT 256
SA ZERAFAE W T IR, T4 T DoS.
Bl E 5 BERES g, R S5G SATESLILZE
Ak KR53 4G 48 SR R BB R RSORL 7 T, U
R R 7E SCFF SUCL I RE 25 FH I, P W & AE
MR B DA BA 37 S @8 SUPL 8 AE & 4715 3R
o] 4% [H bR g 5h W 4R BAY (IMED, # &M &
I 5 ERE, FAEMEBE K. EFH 5,
SIIG R IR 4y A 10T A2 Sk R Bl A R 55
JEEH KR R, T E A S E M,
2 T HL 6 T T S T N B BOIR A A EL I B =
HIRWE SR T), HEEAR & AR 24 A 3)
VEE AT IR

43 M1 6 AT %N, Bitsikas ZEU 2R R 5T 38 5 44
BIFIENE & 5 F, EREM. v
PEo FTHIME . SUFRAE . FH P bR R B RL (R 2 5t
Tz 4 5 Gy e Al br BB i 4, (HIEPGE K
HREST. BABRE S, JERBEAT VO . IR S5k
APEEME SR AR DA IR AR . IX R B YA L
AP = B O — B 5 O AR IR A,

B2 MR RGE TR A RIKE R 1. BEAHELE
MR RO S B 22 4 DL R IR 25 A A5 T S 56 R 4
PERE 5 P00 1) R VAL, 280 22 AT RN
CEHAI T A CEIMER R 5 Cal (s
.
3.6 NARER:E

R RS BN KV R 257 R A £ R () L
LB RN AT AT, 5] G [ {ek AT
. BB, FRR (V2X). PEM%. I
AW RS, HMggwe s, BRFA. BIEFRREE
AR R 2 e o A N R =R - T
5G/6G ML AERE YT« A . o106 T I iRk
TR TR ULIA I TAE . N5 44
KITAEZ 4. BRFA . TG &P RS A4
W7,

(1) BT R4t

7 i S5 3 5 PR A 0 5 e A P M iy
PSS AR e, IX R W 4 E AL R 3
WRAE FARIGLZEZIRNT, 2[R I i 2 A U
I AE v AT SR R A e R ) = E R, i
Vg B AL BT R I R 2% U B S R T X T
X R T 2RO R TR ERA
R, Sk i B v 22 A 5 5O S R R A
B 1 Hd B o e 2 s AR E 7 1) 42 )2 S B3
TEIT MO SERERSISRPOHE . RS
BEME, IR IR ST AR B S50
HROT 2% AIIGUE MR T R BT E AT B AR
AL B IZW S BT s iR A . U NSRBI
&, HE R A S E TN AR EE R AT 1
TP G WAREE L M e B 1) s

R7 NRABRREEXTERE. RBF. TERIMEEERES 2%

WAARDR

KL TEbs EIEGEGEED R

EGLAN

95
—
wn
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97}
o8}
7]
>
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[
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N
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SCHR113
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SCiHR[117

SCHR[118

]
]
]
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[ BN NN NEOHNONN NN NN J
[ BN NN NEONN NN NN NN J
ONN BN NN NN NEOHNNONN J
OAN BN NNCHNOHN NN BN J
[ 2N BN NNCHNCHN NECHNG)
(OXN RNCHNCHN NNCHNONN
[ BN BN NEOHN NN NN BN J
OAN BN NNCHNONNONNONN J
[OXNORNONN NNONNONNONN J
OAN BN NNCHNONN NN NN J
(OAN RNCHNCHN NECHNONN
OlO|O|O0O|O0O|0O|0O | @
[ 2N BNCHN NN NECHNONN )
O|lO|O|O0O|O0O|O|0O | @

SCHR[120]

OXN BN NNCHNONN NEONN

(CANCAN NNCHNCHNONNONN
OlO|O|O0O|O0O|O|0O | @
OAN AN NNCHNCHNCHNONN )
ONN BN NEOHN NN NN BN J
OAN BN NN NN NECHNONN )
OAN BN NNCHNCHNCHNONN )
[CANCANCHNCHN NNCHNONN
OAN BN NNCHNOHN NN BN J
OlO|O|O0O|O|0O|0O | @
OAN BN NN BN NECHNONN )
OAN BN NECHN NN NN BN J
[CANCANCHN NN NNCHNONN )
e e e e e O O e
ONN BN NN NNONNONNONN J
[ ANCHNONNONNONNONNONN J
(R NOCRNONN NNONNONNONN J
ONN BN NNONN NEOHNNONN J




«54 WZs 515 B i

12

ENUENLI 2 5 NTHE S E I g, i fR I = m)
SETE B TUARAR U ) 2 S TR T 2 1 Y B
HFE SR M, WiEILFIER, XHREUHK
I ZE -5 50 8 PEAE S A O IR B . SR, I
FUAE NG 1K L8 75 3R 4k N AT AT 7 R AE B A
JE.o Arastouei U B AR ATIE MR Y T — /N4
HALS XM 2 2 2 R AAELSE, (HE
T2, sz BARIE R SR (Wi g
FAREHIRD B3 2w 2 A PG v 5 R 2 AL
A, AR BEE M BB BB, 45t fa] s
BN A T B 2 A i 5 A i mT S LA
PREEAZ ol 553 S () FLARHL . SEAR AR Bk
fET, Hury Zm N2 A FRFAS PEREHE LA
VR = e fian, T X HeEE s g %Y
FLHIRBARY 7 R BSR4, (HHEGIAM
THE 53815 A A A DA 2 i R T AR S5 R
TORD 2 ) aE ANV s M 1 7 %0 R . TR SR B
&, MAMTERAM T ARG S22
AL W, R RE AT RN X 2 W B ) AT
B, WIREK S, mxElE—-HAE, BE
BSEUEMGR. Kk, ME—ARE R i L 5
AR e S ATA (S, JFRerE 224Nl
il 5 AT FE PR SRS 2 1) S IR B8 Bh A P4 1 BT
ZEIEH, ATh R R R A% O

Sy KT T AT HL,  Arastouei S5 IR ST A T
BaEHEE. WEZ5NHZENZ 222 RANE
2, RO ERIT s R e, P bR
WA AL ERRA R H 47 B AL
Ry SR 2 A SR AR AT ENW. XJET
B 7 B4R 0 m SO 5 R (W HIPAA.
GDPR) [/ Hs A M ER . 2 FE B2 51N
R RS 7 FEEEAR R E 2
B, fEMZ 454 SDN/NFV 5 AL 523 R 3% ) %2
RETE, ENHENDGES BB 58T
AR RV R RS AR . SRT, TEEEREEAT
W E R SRS, AUML 241 & 5
PE. RS SERR 2 O E SRR bR B SRR
551X S BRH EETT 3 00T T H A E T ER S
WY 515 s, IR BT B R sh S T E
AL AT R AR S B S ] SR, R
7 AUBL BN e ok ) e, DK R G AE i

B T IRFSE IR 55 e
b T2 B .

(2) ZEIK M S

ZET W 37 55 (A% O R AU TR S il B HL R
Y R EORG SN PSRRI S . EWRERE
B s A e, T 3R IR 2R A
B RSM BRSP4, TR ESS
FINERE SR O 2 PR R, X —
FrmfEdE T 24BN LLETR: ez
[, 75 M4 575 se B 2B b Btk 5
HENIER ML ERAER, M ERRARY
WA BT 1L AR K IR B s FE TR S E
[, A EOE TR AR, 1T E & N
RE 7 T 2 ) 248 I8 06T 58 e Y 5 5 J) 08 e o P S
TR E, BRRAGRYT . SCmfma 5 RGabHE
R AAFAEE R A B TG B iR &y B
EASE g1 SEND IR G P SE N 8 3 1))
R E G INIEAS S EITEY, i PR R S SE AT
SETTHE AN A8 2R N5 5% 1) 22 4 P WORH
R, R EESHE P LI 2, BRAS
PERE BB [F LA TR I = IR Bk . I B FEAE BT
iR Pk A7 E B BRI BR « Boualouache Z541%
FABCFR 5 2] it AT W R M kr ), HAMELAE T IR
THAREAL, HHGI B ZE D BRFAE R HL 2=
WA SRS TG RO AE, A DA 2 il
At ae TSR R T R . X REE T
T3 G BN AL S S S R AR A )
= e . Kohli & E R E T IAMET &,
Rk = Be 58— S0 ZE 50 B e 44 VR 5 3 2 T 3R ik
BRI ESE . TR, DA I iR
W e CEEIRPNR AT, REESLHUNESEE . B
BEHEME LA EN M EEMERR, X
{545 4= 3R 0 % 20 1 I R 5 10 Il R Ak PR P A . A
I, H AN A SRR AL R . IR I8
B+ i RAL B I SRR U AR I V2X 2 R,
AT A5 A5 TR (A% o HE R

I3Hi#e TR %, Boualouache 2! 5% 6G-V2X
PN ST s se, 1R TR T 2RO A 5
5SS M RIBCE R I T %R, Rz,
M P AR R BE AR S5 e b ERINRH . %7 Rl
U e R S B A ) S s AR P IR

FE RGN IR IR R 1M



53

AR T A RS R 2 2 2 KR AL TS ST R AT <55

PRI T 20 156 X 0 %5 3k 1 [R] 45 4 B A 11 3 2 e
Ko Kohli ! R G hi 2 T 6G Z2 15 M 7E Tk
50 51oE 5t FHAMIET R5 2 aPig, il [
EAS IR IT . EWE E WG e
DDoS Xt WREEM. B S EM. X% It
FEI8) R H 2R E O S L TSR IEAE pAH, A
e 3L P bR R AR Fe br 35 1R
Z. NI, WEEmB LA, HIEMN G Tahs
FHEAEHEAR L. Boualovache! "I HF 5T A IR N
T BB O B R 2 1 A AR 2 A I TE
TREE; Kohli!' a7t B4 & 2 P EMLH], 2
B Z 0 B ARAE ER AL B 4 AR FN R AR A8 T Bl
A B 22 A SRS IR & AL AT . IX R I
EERM 2 RAEREE B ELRERE” 5
IR BASIE N AT T N, LSRN 6G Bk
PR R B S 5 s P Sk () 3R

(3) TR MLATUR

TEMY (SR 3= A% O%F
RAGIE R ETF AAER . T mdE s H
WA AR . B R SRR A 2R A8 4 T AR N
Mo IXLLRR SR ILBE S Z OV 5T, JOHERL
T8 T 22 L], et AR T AR BURE R
PERIIZ DA TR fERAZM, SR 2
WA RIEY), AT 7R S E0 1E SR F 5l
(RIS Z 5 Bha 58 A LA 200 v T R A 2650
Hi T S LT (4R N A . FE RS 582, )
Rt A 2 A TR R B AR R S BT 4855 Rl {5
Il ]s 45 A0 AE 77 2 RG] BB % 45
7 B PR IE S« o R B R AR AR 5 AN v T ) %
o JURNKENZE, BEETRERFEZR. &
EUELZ MAFEERANET & ZRIAELY
TRbs 5 B 2 HE WM R LIRS
WE TR, s E . WS G T
SR AE HL I A USCRAR T o« BUA W FLLE RN,
FRPRERIAFEAN R . R Han S5 OURT Cui 250117
fath T WA SEIET R, (HRZH05 ZAF
B E B S BOR BT (i i R g T AE B
PO, BZNEERGERMMAE KL, G—Hkl
A MRS SRR . — N
R DRSS A 72 1) A7 38 e o 7 TR 8% )22 T 1) 404 K 2
R, A R TR A ] e 5 3 TR SR A R IR IE

R, 5l DO RS R S, TN
AN (1 R A5 SR AR AL TS A NN P . 5 oR
TR (I BE R 7E T, 7 MR IR E R A TS 5
T, BRESHIEMKZNG —EEEH, 245K
WS By 7] 5 Sh A G HEAT 2 i oK 78 A IR R TR K X .
R, A — AN RRTE IR AR 2 IR . BB = A
B e IR S SR AR e A A R T A B
PSS AR 1) PR SR, 2 6G 2 R — 144k
PR 25 T 113 114 % 0 S AR

SYBTER 7 T AT, Han ZEUTOIRIAE 70 M 25 )2 00
FAMER T TR M bRt B 5 2 kiR, S
KFE DR SEBEE . R AR R 1) 26 S
Beah B, R REEESRE,. 3E
N BE T Es EA T M. Cul MR H T Kt
— AL A A TR, RIEEE P SRR
SN2 A HER I NP . X B IO A5
AE MEREA RS0 i O I = % A (O B2 C o 8 IR TRt
Yo (BG4S hiE . BRI 50,
(HIEH P RRIRBSAA GRS . FERRE AT B B4R
AR R AR . Han 2RISR AF 50 &5 I8
I R NE B 50 44 4 S BB BRI R T IR
ANFRGF ;s Cui ZEMIIRE 78 2 N A e A FE A
HARGHWEREM. BERZG—SER MRk
Ko XME T PREMSHERESG . AT
B2 USRS, TESEIUR P B B A I
{5 AT A 328 77 T T 1 L b T P9 6% B P20 PR P bk, I
I AR 5T B 5 0 5

(4) FoAt Ak

b Bk = Km i ssh, TANMWE., T
b X S [R R 2 6G 4 iR 25 14 9 25 11 5 B 1o
G XL R B WS A P ST
WZ5 RN BNAS IR s, 5] & T 0 iR AL R
B ARLE RSl ARSI ES KRG H
RBIIE ALk 22 4 TSR o Bt I e R O TR
BRI HAAAE )RR T APLINES Ty
I, 41 Abdalla Z:UMSIFT 45 1K), A 3GPP fxifE
BE ST BANAMIE S 07 B 30 F (2R RHESE, (H
HorRm o, M LRI TG AALEEHE Y PR
HN S5 FAES S sch TR o, BERE
RS, R, ZEF AN, KT IEAML
TR A S S S LIRS p ) e Al s, Bl



e 2 1 A

12

AARUE A2 o A2 B TR 50 %%
WE S, ARSI R EEHESR B R N
BN AT AR Uy ] P ) SR it 1 5 5 R
{ELFL R 7™ EL MR T 15 B2 IR SRS PR 3 5 R S
8, AEGRUR A% 32 BIR A Tk 80 & 1 vy S 2k 425 )
[B] 6 7 AT BE 1NN AT AZ (K SE 5 P4 - Seyed
SEHRONE Jo AL 22 42 BRER b ) AR R 7R 17 53—
AN PR HOR A A 5 A 3] S AR T TR
5 N AR AN )R B A KT, (BT AR B (4 ] fie
FVE SR PTEBRIEA R, IXAE 2 AR i Tk g%
i R R BT R AU

LR EFTE, BUATHITFUR 2 51X 5 E 7 5 I H
— )RR ) RCIRE TS 3 SR — A RETTE A
FEATI . AR Z IS NE B E. 3
BAE. PIHERE S ALIEEZ 0N R4
PEREZR . AL, AROR B SCHRHIE 7E 5 1R 72 T b7
FES, WEADAHE. WHER, JFRES %
B RETR LR A 1 6G Al 5510 A 22 A A AR

4 FrMiERE SRR

0] [ A AR FE IR B T BIE 23 A AT
A T T RSN e 4 B, AT
B A7 T B LA TR B, 4 Hh g o dx 2
i) 7 DA S 2 T 6G 4 IR 55 A4 ) 2% B ik 2z 4= PR R R
FHE S5 B FE A E T T 1)

4.1 FFryia)E

S L PR AR v AL AR AT P SRk, 7
AR AR T, BERM: 2
DT, SR Z N ) A R4 IR 55 AR RE X 4% (1) 42
— g AR, B YR B A 5 DA R SR b SR AG
A2 4 LT TR 5000 SR>, HAEE T 2 AN
&y ERMS T, MRSSHE P SEMET7 B FL /b
TEPIPET I, AUML 2458 18 1 07 T 500 J
B KT IABITR LA TT 00 R VR4 A 28
wr.

1) LSRR ANTE T . AR 56 3 1o A AR
PIPEAG B (ILER3) mT AN, TR 2% 2 4 4L i
FoH, ANCSCHR[ 7710 SCRR[82-83 14 Y 1 AH X 56 %
ZeHy, (HIRIEME G R A BRFA. A5, ¥
PEVU TR bR g —HEZS . HLAR STk, SCHR[76]
BECRART T 6G LT ReHiAR, (HfEAIEHME
(R5) E5g4axhs; SCHR[80]LAKHE y o 48

FAERUAIAIE (S4). FERMEEREH (T4 L
EERE O . BhAh, FEME. KPS %
AP R A B AEME SIS R Z T (A SCHR[82]
o M3 5o R EmALVAE RS ) « 78 AR 55
WHZ SR, EW A RBIGUE ] R SRS At
BN EHIT 30%, ML 6G TUAD N HE 2K
TEFS I SR T, 3T L P O bR iR 5]
BOIE SEAIE ) 7 RBOCSTRI X Heph Hil, 7EEs [
WS R 50N S SR 1 n A5 H =280,
H 54 3GPP W E 5 % 53 i i i 13047 76 He 25 1
PRt . DRI, RAEETHD [F) R R B RE IR 5510 I 2% 1 2
— G A BN E AT JE R .

2) LA B SN 5 S Bh AR IE ph o . AR
F3A XA TAE VRS 2 Hr (AR S~ 6)
AL, FEPRORAE B FE R, SCHR[106-107]F0 3L
BRT0)7E RIS PP AG I (S14) EIHEW K, H
EVPRAE 5 A% (S13) FHEiwE AL, HY
A S S I Bl A A S R EE . SCRR[108] 46
H, R B B8 N A e (Tl CVE-2023-
48761) [Fn] DLt HE A E o FESCE R FT
AN SCHER[92]. SCHR[94]FN SCRR[104] 528 T 54 5K
S p 5 R S BB S E SR (R, HpYY
RTE % ZIE R . 78 O-RAN SEEh, 35 =75 U
FEJRR Can libssh2 ff) Terrapin X5 ) A 4 F FH N
R&ZG . B xApp:s %) T xApp [H] [1] 5 % i
SENOTTA] B S HUF YR o B AS R, B2 B R A i A
N3 DoS Mk [l 5o BIAT HE 250k 1 28 JXURG: Fr AT
WAEEFEd 1 AN .

3) Hdfke 2 SRR HE AR NS . MREE 37
ST TAE IV 8T (R mIA, fER A
Wt , HEE S E RS R, Wk
e NP 85 s S P - S G D DI =1 7
BRREALI0%. BFE ] A RmBa e, 4
[F) 2 T 4 5 S AL DR AP B B TS T4 EL B S 4
FRNIANEER (Z11/1000). SCHA[83]H & T Bk
H2E ST ZE B P [F) Bkl 7 %8, fESR 20y
Fafl G, B E R R & a9, LA
T A2 PR ZE I DX SIS I R R SR . 4 A A N AR B
S AT R AT R (R B 2 D I 8 B T s B S Ak
10005 A L, TEiERN T 6G %0 W SERT
Fo b, FREEHRERE 2 HERRA T AR IR B,



53

AR T A RS R 2 2 2 KR AL TS ST R AT <57

P 2 o B B A B B RL TSR R, 2 6G iR AR
PRI S 7]

4) M5B B AT SEVECR B PR AR . ARHE S 37T
SO TAEMPEAS 08 (LR 3~F4H w5,
FEZEMBIE T b, ASCHR (801 STHR [82] WA 7l 12 K
MR FETTHEME (T6), HIHRIRMLEALAERENLE]
fEGm H5uE T, Pt Eh iR
(N SCHR[86-87]) 7E Ml 45 5% )2 THI ik = vity ) oy ] (5
PATIRAEHLHI . 7F UPF RSSO 2R, SR
HHE 604G I 25 1T 5 2 4L R T 6 K B TEE X R R
P, BRI B AR TR A 40%. BASC
TR [8OTH 4 It I 555 R M9l , 45 TRUA B A AR 55 39
Tt ML 4 SR IR AT A B RO 45 K UL B A R B
P, AT REAA R I AT, T 2 T A =
SXoF 2% B A e P B R SRR B LA . PERE S A
(0 & ARG BA R

5) AUML AL ¥y 22 A i g5 1 o MR 28 3 75 %)
A TEMEE 2T (WR3. K5~FK6) 1
K, BUA FREACSCER ST AT 2 B E AL .
Bl 4, AN SR [92] F ST R [94] 1 J AT & 1
(R5), BB AE10%, HENEMETHS, K
BEEACTER; AN SCHER[109]3F 18 T ATBE AL i B X
B, RN HUESatE; SCHR[77)F0 SCRR[82]
fEFE WM (T BT MEHIE . b,
ALTE 6G FIRFEIRALAMN . HZ 0 M &g, H
HA S mER ARG, bR SR
EEet PO B RS AL RN, Mg T
AL S EFEESRERRE TGN .
FIES, #5 ALRGBEIR, o i AL R 2 4L
I A . I, AR “ATIE R 2 4
FEGEHLHI SR " W E R Rk R B LT
ALIES IDSHE ARG B4 S 2 IRUEYE 1 (5
VAl 7R AL R AU 2 FH SR E N T
PR
42 RRARGE

SN NERE R 4 AR 45 A R 2% s e R R O B 1
ERPRER, TRELEEHIEH P AR LR
OMR 24 BRFA AT DLW SR B 22 6G
W25 1 Rk RE TR s, E AT R IR

1) B 5XoF [P0 2% ZE AL AN BB 1) 1) R, T B TR 1)
AR R AR I 2% R IR 554 FLIR 1) 22 A AR E T

Kb, WFRATHES TS BFA S M
SR R AT A IR 2 22 A B0 H o T8 28 X 244 3 S A
ZER G, RIS 2 R R e R,
Bl AL X HegE. BRAAHE .. WEIES, |
2R\ 2P ES, fln, FEEE
&, Max Trust &I niZ 3 8, RYWET
— AL B W48 T {5 2 AR o

2) 10T I 288 A5 T BRI 5 5 Bl A SR 1 5% i)
RO, RN R 2% 2 A R P R = Bk, T E
e O e I R SR = K 5 NS R i 7 71 0/ /ST 5 NS
filhn, W FERRD GBS I ZE A N AR B AT R oy
Frol 020, @ RS G A M E N, #
b I B S I 23 Bh 2 [ R Fb e R B2
AR, MM ARSI BB E, Ik
T BT BE B2, SREAT AR BRI SR NS . 7E3)
DS PHEBERH, Wit BN SRR EAE R
SMLH, 2R UEREE. MRS AR, %
FHIROUE Z R, IPHSUATEE; 5IAR
SRR, EIEAE R S R iR N B AR AR
L, SCUUEE TS E AR RS k. TEfE
L W G T T, B ST T X AR R i
HEVE LS, BORATE MM, BIESE =T
XApp T B & BT 42 28 56 B PR, i B R
B ARG A — B W0 T BRI T IR 3
G SR, SIS T e L S U AR AR T AN 2
P SR AR HHE, P IR ARG IN  d 4

3) NS B B AL CR A T Sk R B I
BaRATHEL R BT, 75 AL 22 4 FE P IR (R B RA T SR 4
R EHIEBEHER B RN 242 7T E )
BEIRIHELE, 455 RAMER AR T HA
Ry (ERRIES T G — B A TORYE AN 4 3k
N AR, RAWE R, XY
SHAMWETIAET EHEE; ERFEHEEH
TGS B AT S R R . 3B S A
&R S DA, &Sl “ B
SN E S IR RE B, BERRES 25 5
i ER, SORREIRE RN E, Jv6G R ReNH
POt A m A EE S8, HESTE T B i
BERPMENAES. X—RGEMHERME MRA T
ff R AR S EUR LT &, N 6G M 4%
AIRFEE R R BT RE R .



55 2 1 A

12

4) EF X R 25 B i o o] SEVERBEBRAR, Kok
NEE AT A 2 AR Ak A IR 55 E AN 4 HEAE
20, SRR el ST A S AT
AR BRI w A RIE A, AR
BTG HATRAENLS], 75 PR UEEE B A 1 [ B
PEARISAE 8 WIS R P, #r4t
— RS VR R R IR ALIKBI BN %
ARG, SEIIR S B R S e A PR
RE TAT s WIF R SR S0 A 445 1) 22 4 B0 E o ) 4
B LR NN S0 AR PR TS DA IE o 3% S0 37 45 4
WA R R, SRR 6G IR 45 4
AMEHATIR R

5) EF%F ARG 5 e 4 DL AT 1) 22 2 i 55 1 1)
M, RRME SRR . B, HEAI
itk M EM AR . B, BT ALK
W55 4558 1DS WIRIG BER, $8 T+ SOk Rl fr B 28
PERA S HERf 1 s BTt BN AT S VRS 5 8 B 22 4
HEMLE,  SCBI S L 5 b [RS4SR
AR ALE, Fln, BCRES], St
B E A 2 ARV 5, BERPLTIL. AT
BRI IS ATH AU R st Pl 45
B RACTR R S BURE AR AR RE 7T, AT
AR AL R S R @ A vl w ih, @B
TEUE . WGR. HEEE4 R A I AL %2 A VR 4G
PR DU ATEAL AT SR E . FIRBF 507 )R 3
[FHES) 6G M 2% Al R GiAE 5 280 Bl 58 i S i 22
4. ATEE. AIRRRERIIEAT, R ARG 7 AL
GURERAREE, R “ATRESR % 4 AL GEHLEI
J&” R R R R

NI IR B, BT PRk
DA AREAGZH SR L OE, @ B RoR . i E
IR AN SEZIE 36 30E I3 6G AR 5% 4 22 K A B e AL A
CIET$3: P

5 ZERIE

6G 19X 2% 1) 4 e 55 A0 R A D it A5 B Y 2
KEpsgn, Bl eEan. BNt iy
A= REFME R mRH 2T A
W%, SRIM, BEESRMIAOEEE, 24 BRAL. W]
5 AL ) R 2 S, O R 6G R IR %
BEPRA . ASCH Seix sk ) U JT RGBT,
BT RIICR: He, e T AR

21, 1EE T LR R AR o N — R kS5 1E
W25 IR bR IEAL TAE LA TS TR, JRads 7RSS
M IE BT R 2 4. BaAh AIME LRI
TRk HIK, BN T 6G MRS M 4%
Tl ) 22 A B A RS, IR A 1 DO 4E ] 5 iR 55 4L
WG AR R, BT B X T W2 iR 5 AL
Ay BaFA ATME DA IR SR I R RIS AE
AL T WV A RIS B HELS; B 5, RAM
ER 5 R S5 A PN FR bR iR R, XS R
3GPP. O-RAN BXHH . 128 i DA 2% R STk 7
Z, WM 200), G SIERE . WN%K
ATl . O-RAN & 5 RAE B A L4 %
A DL N 3 5 22 4 6 A B AT A T R 3R 4y
M, $E7R T B AR ERIRE R TARAE 22 P BR
RORY . EEE L PIEE T MAZ, JEE
RARTY T M ZE A S BN ae A R . BRI E
LI RRFATH MR . AR 55 T S )DL S AT/ML
RGPS A PE ] S DU KT T80 R

JRE AR, 6GLAMITHEMLNELEN
fils ESSP FVHR AT RS B B DL R T R
AU R SBUOR,  REEARFR RS, L
H5h 6G ML IR B . 6G 4R 5510 I 25 1) %
BT ERN RS TR, TEEARRE, 5~
N FFARE L 238 M E o A SCRIRE TR A
IONKY 22 4. ATSEMD 6G M4 B 58 T FEml,
NAKBE AR K IR TS BEBRT
AW, 6G ML DR SEHLHL “RBEN A, &
WA MRS, RthaiREmZ e, S
PR 28 R 25

SE L -

[1] 3GPP. System architecture for the 5G System (5GS), Release 19: TS
23.501[S]. 2025.

[2] 3GPP. 5G System; Technical Realization of Service Based Architec-
ture; Stage 3, Release 19: TS 29.500[S]. 2025.

[3] GSA. GSA-5G_Standalone april 2025 summary[R]. 2025.

[4] 5G Americas. 5G-Advanced overview[R]. Bellevue: 5G Ameri-
cas, 2025.

[5] Nokia JURSE 5 . 6G i 55 (LA MIEIERE Fudi 75 [R]. 2023.
Nokia Bell Labs. 6G Service-oriented architecture evolution research
report[R]. 2023.

[6] HXGIETVBAR A PR A . 6G 2% F gL BIA F1 H F[R]. 2023.
ZTE Corporation. 6G network intelligence technology white paper[R].



AR T A RS R 2 2 2 KR AL TS ST R AT +59.

553 0
2023.
[7] " E ST . 6G M2 = AR TR 5 [R]. 2024.

China Telecom Research Institute. Research report on 6G network
cloudification technology [R]. 2024.

[8] ZZLA5HIE . 6G RRb I AL CRIF A A 1 R 5 [R]. 2023.

Ericsson China. 6G microsecond-level latency guarantee technology

white paper [R].2023.

B, IR TE, # 30 . ITU-R WPSD 58 /& 1 IMT-2030 (4 Bk 6G J&

SOREZLHEUR[R]. 2023.

Chen Y, Zhu P Y, Tong W. ITU-R WP5D completes the framework

recommendation for IMT-2030 (Global 6G Vision) [R]. 2023.

[10] 3GPP. Study on UPF enhancement for Exposure and SBA; Phase 2,
Release 19: TR 23.700[R]. 2025.

[11] 3GPP. Study on best security practices for the Service-Based Archi-
tecture (SBA) , Release 20: TR 33.755[R]. 2025.

[12] Rudolph H C, Kunz A, Tacono L L, et al. Security challenges of the
3GPP 5G service based architecture[J]. IEEE Communications
Standards Magazine, 2019, 3(1): 60-65.

[13] Duan X D, Wang X Y, Lu L, et al. 6G architecture design: from

[9

—

overall, logical and networking perspective[J]. IEEE Communica-
tions Magazine, 2023, 61(7): 158-164.

[14] HERZ). HE R ) 5G RS 24 (SBAD B H5[R]. 2025.
China Mobile. China Mobile 5G service-based architecture (SBA)
white paper [R]. 2025.

[15] #2097 IRM 2% iR 5516 1B F5(R]. 2022,

Huawei. Wide area network service-based white paper [R]. 2022.

[16] 3GPP. Study on enhanced security aspects of the 5G Service Based
Architecture (SBA) , Release 18: TR 33.875[R]. 2023.

[17] Dogra A, Jha R K, Jain S. A survey on beyond 5G network with the
advent of 6G: architecture and emerging technologies[J]. IEEE Ac-
cess, 2021, 9: 67512-67547.

[18] Quy V K, Chehri A, Quy N M, et al. Innovative trends in the 6G
era: a comprehensive survey of architecture, applications, technolo-
gies, and challenges[J]. IEEE Access, 2023, 11: 39824-39844.

[19] Jiang W, Han B, Habibi M A, et al. The road towards 6G: a compre-
hensive survey[J]. IEEE Open Journal of the Communications Soci-
ety, 2021, 2: 334-366.

[20] Wang C X, You X H, Gao X Q, et al. On the road to 6G: visions, re-
quirements, key technologies, and testbeds[J]. IEEE Communica-
tions Surveys & Tutorials, 2023, 25(2): 905-974.

[21] Akgul O U, Ericson M, Burguera P G, et al. Discussion on 6G archi-
tecture evolution: challenges and emerging technology trends[C]//
Proceedings of the 2024 Joint European Conference on Networks
and Communications & 6G Summit (EuCNC/6G Summit). Piscat-
away: IEEE Press, 2024:664-669.

[22] Yeh S P, Bhattacharya S, Sharma R, et al. Deep learning for intelli-
gent and automated network slicing in 5G open RAN (ORAN) de-
ployment[J]. IEEE Open Journal of the Communications Society,
2024, 5: 64-70.

[23] Nguyen C T, Saputra Y M, Van Huynh N, et al. Emerging technolo-

gies for 6G non-terrestrial-networks: from academia to industrial
applications[J]. IEEE Open Journal of the Communications Soci-
ety, 2024, 5: 3852-3885.

[24] Brik B, Chergui H, Zanzi L, et al. Explainable Al in 6G O-RAN: a
tutorial and survey on architecture, use cases, challenges, and future
research[J]. IEEE Communications Surveys & Tutorials, 2025, 27(5):
2826-2859.

Niknam S, Roy A, Dhillon H S, et al. Intelligent O-RAN for be-
yond 5G and 6G wireless networks[C]//Proceedings of the 2022
IEEE Globecom Workshops (GC Wkshps). Piscataway: IEEE
Press, 2022:215-220.

[26] Ammar S, Pong Lau C, Shihada B. An in-depth survey on virtual-

125

ization technologies in 6G integrated terrestrial and non-terrestrial
networks[J]. IEEE Open Journal of the Communications Society,
2024, 5: 3690-3734.

[27] Prasad T S, Chinthaginjala R, Pau G, et al. Toward 6G: an overview

of the next generation of intelligent network connectivity[J]. IEEE
Access, 2025, 13: 925-961.
[28

Coronado E, Behravesh R, Subramanya T, et al. Zero touch manage-
ment: a survey of network automation solutions for 5G and 6G net-
works[J]. IEEE Communications Surveys & Tutorials, 2022, 24(4):
2535-2578.

[29] Yang M M, Qu Y Y, Ranbaduge T, et al. From 5G to 6G: a survey

on security, privacy, and standardization pathways[J]. ACM Com-
puting Surveys, 2026, 58(8): 1-38.

[30] Nguyen V L, Lin P C, Cheng B C, et al. Security and privacy for

6G: a survey on prospective technologies and challenges[J]. IEEE
Communications Surveys & Tutorials, 2021, 23(4): 2384-2428.
[31

Farao A, Bolgouras V, Zarras A, et al. Cybersecurity challenges and
pitfalls in 6G networks[J]. 2025.

[32] Abou El Houda Z, Moudoud H, Khoukhi L. Blockchain meets O-

RAN: a decentralized zero-trust framework for secure and resilient
O-RAN in 6G and beyond[C]//Proceedings of the IEEE INFOCOM
2024 - IEEE Conference on Computer Communications Workshops
(INFOCOM WKSHPS). Piscataway: IEEE Press, 2024.

[33] Blika A, Palmos S, Doukas G, et al. Federated learning for en-

hanced cybersecurity and trustworthiness in 5G and 6G networks: a
comprehensive survey[J]. IEEE Open Journal of the Communica-
tions Society, 2025, 6: 3094-3130.

[34

3GPP. Study of automatic certificate management environment
(ACME) for the service based architecture (SBA), Release 19: TR
33.776[R]. 2025.

O-RAN Alliance. O-RAN technical specifications release 003 (Ver-
sion 03.00)[S]. 2022.

[36] O-RAN Alliance. O-RAN software community release H: func-

tional enhancements and Al integration [R]. 2025.

[37] O-RAN SCF&RIC Subgroup. Near-real-time RIC energy effi-

135

ciency solutions using Python and mL algorithms[R]. 2025.

[38] O-RAN ALLIANCE. Overview of open testing and integra-
tion centre (OTIC) and O-RAN Certification and badging
[EB]. 2023.

[39] O-RAN Alliance & 3GPP. Joint statement on 6g standardization
roles and collaboration framework [EB]. 2025.

[40] Telecom Infra Project (TIP) & O-RAN Alliance. Open RAN ecosys-
tem expansion: MemO-RANdum of understanding[Z]. 2024.

[41] O-RAN Alliance. Annual report: global O-RAN standardization



- 60 * WZs 515 B i ERVES:

and ecosystem development (2022 - 2025)[R]. 2025.

[42] AI-RAN ORG. AI-RAN alliance vision and mission white paper[R].
2024.

[43] HE#3). 5G-Advanced FARGIH 5 M AR 5 [R]. 2025.

China Mobile. 5G-Advanced technology innovation and applica-
tion report[R]. 2025.

[44] TolAIE BALES . 2025 FEIEE ML St A HR[R]. 2025
Ministry of Industry and Information Technology. 2025 Communi-
cation industry statistical bulletin[R]. 2025.

[45] HEREHTF SR . 5G RedCap it (L ZmBIA 1% B[R], 2024,
China Mobile Research Institute. 5G RedCap lightweight terminal
technology white paper[R]. 2024.

[46] HEFEZ), i 4IEIN. Tk TR 5G-A RedCap N H Z Bl 4E(Z].
2025.

China Mobile, ZTE Corporation. Industrial Internet 5G-A RedCap
application case collection[Z]. 2025.

[47] HEFFEEEDARA . HERE) 6G MLEAERHAR A KR,
2022-06.

China Mobile Communications Group Co., Ltd., China Mobile 6G
network architecture technology white paper[R]. 2022-06.

[48] HEEES), IMT-20304EHH4H . 6G ARSI HSBAFAIESR].

2025.

China Mobile, IMT-2030 Promotion Group. Technical vision for

6G full service-based architecture (HSBA) [R]. 2025.

PE AR T E HAE 5G-A T 2R R i [R]. 2025,

China Telecom. China Telecom 5G-A commercial network con-

struction report[R]. 2025.

THEEAE, 9. 5G-A R EATHOR A RZFI[R]. 2024,

China Telecom, Huawei. 5G-A super uplink technology white pa-

per [R]. 2024.

LA, B mUF B AE ML B 5G-A 4% 1 R [R].

2025.

Anhui Mobile, Huawei. 5G-A network construction report for the Su-

[49

[50

[51

zhou north section of the Beijing-Shanghai high-speed railway [R].
2025.
[52] DA Wi T X O 48 B B YRR IR IBE 1T 2 7 Ml R T R
(2022-2030)(Z]. 2023.
Wuhan East Lake High-Tech Development Zone. Optics valley
new energy intelligent connected vehicle industry development
plan (2022-2030)[Z]. 2023.
[53] BRI FTEL . 6G M2 U RBEEATT TR T [R]. 2025.
China Telecom Research Institute. Research report on key technolo-
gies of 6G network architecture [R]. 2025.
THEALE, 1B, SG-A G BIHT LI EHOR MR Z]). 2025.

China Telecom, Huawei. Technical achievements of the 5G-A joint

[54

innovation laboratory[Z]. 2025.
[55] 3GPP.Security architecture and procedures for 5G System (Release
15): TS 33.501 V15.0.0[R]. 2018.
[56] O-RAN.WGI11.TS.Security-requirements-specification[R].2025.
[57] NAMNELER . 6G 245t A K i[R]. 2023.
NAMN Alliance. 6G Trastworthiness Considerations[R]. 2023.
[58] " E #2250 . 2024 4F 6G H 7 224 W 4% 2 A F R A B 5 (1.0) [R].
2024.

China Mobile. 2024 6G digital twin network security technology
white paper (1.0) [R]. 2024.

FR/NZE, J7%, PG, 45 T Tcahs PR 1) Py s e o e P 4
Wi SEEERT TE 0], THRALAAR, 2014, 37(1): 62-72.

Chen X J, Fang B X, Tan Q F, et al. Research on internal attack in-
tention inference algorithm based on probabilistic attack graph[J].
Chinese Journal of Computers, 2014, 37(1): 62-72.

Michalopoulos D S, Gajic B, Gallego-Nicasio Crespo B, et al. Net-
work resilience in virtualized architectures[C]//Interactive Mobile
Communication Technologies and Learning. Cham: Springer, 2018:
824-839.

Sun R H, Wang Q X, Guo L. Research towards key issues of API
security[C]//Cyber Security. Singapore: Springer, 2022: 179-192.
KA, WRPRHE, XIS, 45 T ) 2= AR 1 AP S il H AR B[],
P22 LR 22441k, 2023, 50(4): 237-248.

Zhang Y, Chen Q W, Liu B X, et al. Research on API attack trap-
ping technology for cloud native[J]. Journal of Xidian University,
2023, 50(4): 237-248.

Lemes M T, Alberti A M, Both C B, et al. A tutorial on trusted and
untrusted non-3GPP accesses in 5G systems: first steps toward a
unified communications infrastructure[J]. IEEE Access, 2022, 10:
116662-116685.

Weedage L, Magalhdes S R C, Stegehuis C, et al. On the resilience
of cellular networks: how can national roaming help? [J]. IEEE
Transactions on Network and Service Management, 2024, 21(2):
1702-1714.

Aslan O, Aktug S S, Ozkan-Okay M, et al. A comprehensive review
of cyber security vulnerabilities, threats, attacks, and solutions[J].
Electronics, 2023, 12(6): 1333.

A. S. M. Asadujjaman. Integrity verification for virtualized networks
using side-channel[D]. Montreal: Concordia University, 2023.

Zhang X G, Yang G H, Wasly S. Man-in-the-middle attack against
cyber-physical systems under random access protocol[J]. Informa-
tion Sciences, 2021, 576: 708-724.

Wani M S, Rademacher M, Horstmann T, et al. Security vulnerabili-
ties in 5G non-stand-alone networks: a systematic analysis and at-
tack taxonomy[J]. Journal of Cybersecurity and Privacy, 2024, 4(1):
23-40.

Islam M N U, Fahmin A, Hossain M S, et al. Denial-of-service at-
tacks on wireless sensor network and defense techniques[J]. Wire-
less Personal Communications, 2021, 116(3): 1993-2021.

Hussain S R, Echeverria M, Singla A, et al. Insecure connection
bootstrapping in cellular networks: the root of all evil[C]//Proceed-
ings of the 12th Conference on Security and Privacy in Wireless
and Mobile Networks. New York: ACM, 2019.

Javanmardi S, Ghahramani M, Shojafar M, et al. M-RL: a mobility
and impersonation-aware IDS for DDoS UDP flooding attacks in
IoT-Fog networks[J]. Computers & Security, 2024, 140: 103778.
Shaik A, Borgaonkar R, Asokan N, et al. Practical attacks against pri-
vacy and availability in 4G/LTE mobile communication systems[C]//
Proceedings 2016 Network and Distributed System Security Sym-

posium. Internet Society, 2016.

[73] Gao K X, Wang H Q, Lyu H W, et al. Your locations may be lies:



AR T A RS R 2 2 2 KR AL TS ST R AT

6]

[74]

[75]

[76]

[77]

[78]

[79]

[80]

[81]

(82

[83]

[84]

[85]

[86]

selective-PRS-spoofing attacks and defence on 5G NR positioning
systems[C]//Proceedings of the IEEE INFOCOM 2023 - IEEE Con-

ference on Computer Communications. Piscataway: IEEE Press, [88] Garzon S R, Yildiz H, Kupper A. Towards decentralized identity

Hussain S R, Echeverria M, Karim I, et al. 5G Reasoner: a property-

directed security and privacy analysis framework for 5G cellular

network protocol[C]//Proceedings of the 2019 ACM SIGSAC Con- [89
ference on Computer and Communications Security. New York:

ACM, 2019: 669 - 684.

HNFARAIRAF . 6G IS RMEAR K [R]. 2025-05.

Huawei Technologies Co., Ltd., 6G vision and key technologies [90
white paper [R]. 2025-05.

Khorsandi B M, Bassoli R, Bernini G, et al. 6G E2E architecture
framework with sustainability and security considerations[C]//Pro-

ceedings of the 2022 IEEE Globecom Workshops (GC Wkshps). [91]
Piscataway: IEEE Press, 2022: 1-6.

Rodriguez E, Masip-Bruin X, Martrat J, et al. A security services
management architecture toward resilient 6G wireless and comput-
ing ecosystems[J]. IEEE Access, 2024, 12: 98046-98058.

Mahmoud H, Ismail T, Baiyekusi T, et al. Advanced security frame-
work for 6G networks: integrating deep learning and physical layer
security[J]. Network, 2024, 4(4): 453-467.

Management Symposium. Piscataway: IEEE Press, 2024:1-5.
Liu GY, Li N, Deng J, et al. The SOLIDS 6G mobile network archi-

neering, 2022, 8: 42-59.
Chatzieleftheriou L E, Gramaglia M, Garcia-Saavedra A, et al. To-

ORIGAMI framework[C]//Proceedings of the 2024 Joint European
Conference on Networks and Communications & 6G Summit (Eu-
CNC/6G Summit). Piscataway: IEEE Press, 2024:1139-1144.
GROEN ]J, et al. Implementing and evaluating security in O-RAN:
Interfaces, intelligence, and platforms[PP]. arXiv Preprint, 2024,
arXiv:2304.11125.

Huawei. When trust meets Al-agenticnetworks: how the next- [99
generation communicationnetwork should be designed? [C]// ETSI
Security Conference 2025, Oct. 8, 2025.

Garzon S R, Dinh-Tuan H, Martinez M M, et al. Beyond certifi-
cates: 6G-ready access control for the service-based architecture
with decentralized identifiers and verifiable credentials[C]//Pro-
ceedings of the 2024 Joint European Conference on Networks and
Communications & 6G Summit (EuCNC/6G Summit). Piscataway:
IEEE Press, 2024:830-835.

[87] Garzon S R, Yildiz H, Kupper A. Decentralized identifiers and self-
sovereign identity in 6G[J]. IEEE Network, 2022, 36(4): 142-148.

management in multi-stakeholder 6G networks[C]//Proceedings of

the 2022 Ist International Conference on 6G Networking (6GNet).
Piscataway: IEEE Press, 2022:1-8.
Beer Mohamed M I, Hassan M F, Safdar S, et al. Adaptive security

architectural model for protecting identity federation in service ori-

ented computing[J]. Journal of King Saud University - Computer

and Information Sciences, 2021, 33(5): 580-592.
Kiyemba Edris E K, Aiash M, Loo J K. The case for federated iden-

tity management in 5G communications[C]//Proceedings of the

2020 Fifth International Conference on Fog and Mobile Edge Com-
puting (FMEC). Piscataway: IEEE Press, 2020:120-127.
Chen X, Feng W, Chen Y F, et al. Access-side DDoS defense for

space-air-ground integrated 6G V2X networks[J]. IEEE Open Jour-

[92

Kelley B, Ara I. An intelligent and private 6G air interface using

nal of the Communications Society, 2024, 5: 2847-2868.

Sedjelmaci H, Ansari N. Zero trust architecture empowered attack
detection framework to secure 6G edge computing[J]. IEEE Net-
work, 2024, 38(1): 196-202.

[93] Wen H H, Porras P, Yegneswaran V, et al. 5G-spector: an O-RAN

compliant layer-3 cellular attack detection service[C]//Proceedings

2024 Network and Distributed System Security Symposium. Inter-

physical layer security[C]//Proceedings of the MILCOM 2022 -
2022 IEEE Military Communications Conference (MILCOM). Pis-
cataway: IEEE Press, 2022:968-973.

net Society, 2024.

Amachaghi E N, Shojafar M, Foh C H, et al. A survey for intrusion

detection systems in open RAN[J]. IEEE Access, 2024, 12: 88146-

Baldoni G, Quevedo J, Guimardes C, et al. Data-centric service-
based architecture for edge-native 6G network[J]. IEEE Communi-
cations Magazine, 2024, 62(4): 32-38.

Kouchaki M, Moore J, Zhang M L, et al. Advancing O-RAN secu-

rity: integrated intrusion detection and secure slicing xApps[C]/
Proceedings of the IEEE INFOCOM 2024 - IEEE Conference on

Abedi K, Nguyen G T, Strufe T. Improving resilience of future mo-
bile network generations implementing zero trust paradigm[C]//Pro-
ceedings of the NOMS 2024-2024 IEEE Network Operations and

Computer Communications Workshops (INFOCOM WKSHPS).

Tsourdinis T, Makris N, Korakis T, et al. Al-driven network intru-

sion detection and resource allocation in real-world O-RAN 5G net-

tecture: driving forces, features, and functional topology[J]. Engi-

works[C]//Proceedings of the 30th Annual International Conference

[94]
88173.
[95]
Piscataway: IEEE Press, 2024:1-2.
[96]
innovations and challenges in the 1842-1849.
[97]
[98]
[PP]. arXiv Prprint, 2024, arXiv:2401.09204.
1

on Mobile Computing and Networking. New York: ACM, 2024:

Hung C F, Tseng C H, Cheng S M. Anomaly detection for mitigat-
ing xApp and E2 interface threats in O-RAN near-RT RIC[J]. IEEE
Open Journal of the Communications Society, 2025, 6: 1682-1694.

Xavier B M, Dzaferagic M, Vila I, et al. Cross-domain Al for early

attack detection and defense against malicious flows in O-RAN

Ahmad Soleymani S, Eslamnejad M, Alimohammadi H, et al.
DDoS detection and mitigation using d/xApp in O-RAN[C]//Pro-
ceedings of the 2024 IEEE Future Networks World Forum
(FNWEF). Piscataway: IEEE Press, 2024:283-290.

[100] Basaran O T, Basaran M, Turan D, et al. Deep autoencoder de-
sign for RF anomaly detection in 5G O-RAN near-RT RIC via
xApps[C]//Proceedings of the 2023 IEEE International Confer-
ence on Communications Workshops (ICC Workshops). Piscat-
away: IEEE Press, 2023: 549-555.



<62 2% 515 22 Al ERVES:
[101] Ratti S A, Piccioni A, Marotta A, et al. Enhancing mobile net- learning with stacking for securing 6G-V2X network slicing at

[102]

[103]

[104]

[105]

[106]

[107]

[108]

[109]

[110]

[111]

[112]

[113]

[114]

work security through O-RAN: architectural solutions for physi-
cal layer attack detection[C]//Proceedings of the 2024 IEEE Inter-
national Conference on Advanced Networks and Telecommunica-
tions Systems (ANTS). Piscataway: IEEE Press, 2024:1-3.

Yao C H, Chen Y A. Explainable Al and statistical learning for
enhanced abnormal detection in O-RAN networks[C]//Proceed-
ings of the 2024 International Conference on Consumer Electron-
ics - Taiwan). Piscataway: IEEE Press, 2024: 655-656.

Chen Y A. Explainable Al based statistical learning scheme for
joint abnormal detection and power control in O-RAN architec-
ture[C]//Proceedings of the 2024 International Conference on
Consumer Electronics. Piscataway: IEEE Press, 2024:723-724.
Rumesh Y, Attanayaka D, Porambage P, et al. Federated learning
for anomaly detection in open RAN: security architecture within
a digital twin[C]//Proceedings of the 2024 Joint European Confer-
ence on Networks and Communications & 6G Summit (EuCNC/
6G Summit). Piscataway: IEEE Press, 2024:877-882.

Alves PV A, Goldbarg M A S S, Barros W K P, et al. Machine learn-
ing applied to anomaly detection on 5G O-RAN architecture[J].
Procedia Computer Science, 2023, 222: 81-93.

Sultana A, Bashar F, Chowdhury M R, et al. A software-defined
radio based O-RAN platform for xApp conflict detection and
mitigation[C]//Proceedings of the MILCOM 2024 - 2024 IEEE
Military Communications Conference (MILCOM). Piscataway:
IEEE Press, 2024:686-687.

Adamczyk C, Kliks A. Conflict mitigation framework and con-
flict detection in O-RAN near-RT RIC[J]. IEEE Communications
Magazine, 2023, 61(12): 199-205.

D’ Oro S, Polese M, Bonati L, et al. dApps: distributed applica-
tions for real-time inference and control in O-RAN[J]. IEEE
Communications Magazine, 2022, 60(11): 52-58.
Yungaicela-Naula N M, Sharma V, Scott-Hayward S. Misconfigu-
ration in O-RAN: analysis of the impact of AI/ML[J]. Computer
Networks, 2024, 247: 110455.

Shami M A, Yan J, Fapi E T. O-RAN xApps conflict manage-
ment using graph convolutional networks[PP]. arXiv Preprint,
2025, arXiv:2503.03523.

Armstrong J, Fallon E, Fallon S. Pre-emptive conflict detection ar-
chitecture for O-RAN service management and orchestration[C]//
Proceedings of the 2024 IEEE International Conference on Indus-
try 4.0, Artificial Intelligence, and Communications Technology
(IAICT). Piscataway: IEEE Press, 2024: 335-340.

Bitsikas E, Khandker S, Salous A, et al. UE security reloaded: de-
veloping a 5G standalone user-side security testing framework[C]//
Proceedings of the 16th ACM Conference on Security and Pri-
vacy in Wireless and Mobile Networks. New York: ACM, 2023:
121-132.

Arastouei N, Khan M A. 6G technology in intelligent healthcare:
smart health and its security and privacy perspectives[J]. IEEE
Wireless Communications, 2025, 32(1): 116-121.

Boualouache A, Jolfaei A A, Engel T. Multi-process federated

[115]

[116]

[117]

[118]

[119]

[120]

[121]

[122]

[123]

cross-borders[J]. IEEE Transactions on Intelligent Transportation
Systems, 2024, 25(9): 10941-10952.

Kohli P, Sharma S, Matta P. Secured authentication schemes of
6G driven vehicular communication network in industry 5.0
Internet-of-everything (IoE) applications: challenges and opportu-
nities[C]//Proceedings of the 2022 IEEE 2nd International Con-
ference on Mobile Networks and Wireless Communications
(ICMNWQ). Piscataway: IEEE Press, 2022: 1-5.

Han L, Dong L J, Retana A, et al. Evolution to 6G for satellite
NTN integration: from networking perspective[C]//Proceedings
of the 2023 IEEE 31st International Conference on Network Pro-
tocols (ICNP). Piscataway: IEEE Press, 2023:1-6.

Cui H X, Zhang J, Geng Y H, et al. Space-air-ground integrated
network (SAGIN) for 6G: Requirements, architecture and chal-
lenges[J]. China Communications, 2022, 19(2): 90-108.

Abdalla A S, Marojevic V. Security threats and cellular network
procedures for unmanned aircraft systems: challenges and opportu-
nities[J]. IEEE Communications Standards Magazine, 2022, 6(4):
104-111.

Ali B, Hijjawi S, Campbell L H, et al. A maturity framework for
zero-trust security in multiaccess edge computing[J]. Security
and Communication Networks, 2022, 2022: 1-14.

Ahmad Soleymani S, Shojafar M, Foh C H, et al. Secure target-
tracking by UAVs in O-RAN environment[C]//Proceedings of the
2024 TFIP Networking Conference (IFIP Networking). Piscat-
away: IEEE Press, 2024: 204-212.

R, TEI, W10, &5 EERT SGAZLM ELE E Bl AL T
TRZHR T VAL, P25 5515 1R 22 4224, 2024,10(1):156-168.

Wu P X, Zhang Z L, Chen L B, et al. Automated vulnerability dis-
covery method for 5G core network protocol[J]. Chinese Journal
of Network and Information Security, 2024, 10(1): 156-168.
W5, B0 B TH A 6G % #E S0 TH 4 W IR BE IR 2 2] 42 42 il
FARAL[T]. M2 515 B 4224k, 2025, 11(2): 115-124.

Wu Y Y, Mao B M. Federated learning secrecy rate optimization
for 6G intelligent reflecting surface assistance[J]. Chinese Jour-
nal of Network and Information Security, 2025, 11(2): 115-124.
BB E, X, L T SRS RHERL S IR HURE AR
THERETEN]. M55 B a4, 2025, 11(2): 175-188.

Wei X X, Liu W P, Lu L. Research on adversarial examples de-
fense method based on multi-modal feature fusion[J]. Chinese
Journal of Network and Information Security, 2025, 11(2):
175-188.

EEEN]

FFE (2003-), B, FRHTFRBA
ST, B RO AR N I
5 .



3

AR T A RS R 2 2 2 KR AL TS ST R AT <63

FHERE (1987-), 5, WL, WHLHT
BHE KR 505 B e ik, &
BT )T WA — BB AE 2 A R
NS ANV T

S (1972-), %, Mk, PERH TR

| HKER% S E RGeS AR, L

A, FEEEFOTFOAEARE R W]
BAL Wggzza, AR, XREESE,

Eik (1973-), B, L, FLAER
B BR A A W R S = PR AL R,
BERIFRTT N TS 4% . ATAQHE 22 4= )
W AFEBE . BAEME S5
2. NIEEEBEARE.

FoE (1971-), 5, L, ERER
AR AR IERR ERE R, FET
TR R 5 E 7w 5. A%
& BEIME e,



